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City Asi
Country Italy
Organization Convergenze S.p.A.

host184- [

ISP Convergenze S.p.A.
Last Update 2021-05-05T17:50:06.353349
Hostnames
ASN AS39120
A Vulnerabilities

Note: the device may not be impacted by all of these issues. The vulnerabilities are implied based on the software and version.

CVE-2010-2068

mod_proxy_http.c in mod_proxy_http in the Apache HTTP Server 2.2.9 through 2.2.15, 2.3.4-

alpha, and 2.3.5-alpha on Windews, NetWare, and 05/2, in certain configurations involving proxy
worker pools, does not properly detect timeouts, which allows remote attackers to obtain a
potentially sensitive response intended for a different client in opportunistic circumstances via a

normal HTTP request.

CVE-2017-15906

The process_open function in sftp-server.c in OpenSSH before 7.6 does not properly prevent

write operations in readonly mode, which allows attackers to create zero-length files.
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